BO QUOC PHONG CONG HOA XA HOQI CHU NGHIA VIET NAM
Poc lap - Tu do - Hanh phiic

Sé:  /2021/TT-BQP Ha Néi, ngdy  thdng ném 2021
DU THAO

THONG TU

BAN HANH QUY CHUAN K¥ THUAT QUOC GIA VE bAC TINHKY THUAT
MAT MA SU DUNG TRONG CAC SAN PHAM MAT MA DAN SU THUOC NHOM
SAN PHAM BAO MAT LUONG IP

Cén cit Ludt Tiéu chudn va Quy chudn k thudt ngay 29 thdng 6 ndm 2006;

Cén cir Ludt An toan théng tin mang ngay 19 thang 11 ndm 2015,

Cén cit Nghi dinh s6 127/2007/NB-CP ngay 01 thing 8 ndm 2007 cua
Chinh phu quy dinh chi tiét thi hanh mét s6 diéu cua Ludt Tiéu chudn va Quy
chudn ky thudt va Nghi dinh sé 78/2018/NB-CP ngay 16 thang 5 nam 2018 cua
Chinh phii sira doi, b6 sung mét s6 diéu ciia Nghi dinh s6 127/2007/ND-CP;

Can cir Nghi dinh sé6 164/2017/ND-CP ngay 30 thang 12 nam 2017 cua
Chinh phii quy dinh chitc ning, nhiém vu, quyén han va co cdu té chirc cria Bg
Ouéc phong,

Cdan ci Nghi dinh s6 09/2014/NP-CP ngay 27 thdng 01 ndm 2014 cia
Chinh phit quy dinh chire ndng, nhiém vu, quyén han va co cdu 16 chirc ctia Ban
Co yéu Chinh phi;

Theo dé nghi cua Trucng ban Ban Co yéu Chinh phu;

B trudng Bé Quéc phong ban hanh Théng tw ban hanh Quy chudn kj thudt
quéc gia vé dic tinh kj thudt mét ma sir dung trong cdc san phdm mdt mé dén sur
thudc nhdm san phcfm bao mdt Zuéng IP.

Piéu 1. Ban hanh kém theo Théng tu nay Quy chudn k¥ thuit qubc gia vé
dac tinh k¥ thudt mat ma s dung trong cac san phém mat mé dan sy thudc nhém
sin phim bao m4t ludng IP (QCVN .../2021/BQP).

Piéu 2. Thong tu ndy c6 hiéu lyc thi hanh ké tir ngay thang nam 2021.
Piéu 3. Trudng ban Ban Co yéu Chinh phtl, Thu trudng céc co quan, don vi,
t6 chirc va ca nhén c6 lién quan chju trach nhiém thi hanh Théng tu nay./.

Noi nhn: BO TRUONG
 Chinh phi (d& béo co); '

- Tha tuéng Chinh phu (dé béo cao):

- Cac B, co quan ngang B9, co quan thude Chinh phi;

- UBND céc tinh, thanh phé truc thude Trung vong;

- Thi truong BQP, CN TCCT;

- Ban Co yéu Chinh pht;

- Cuc Tiéu chuin - Po ludng - Chét lwong/BQP;

- Cuc Kiém tra viin ban QPPL B Tu phép;

- Cdng béo, Céng TTDTCP; . - .
- Cdng TTDTBQP: Thuong twéng Phan Vin Giang
- Vu Phap ché/BQP;

-Luu: VT, BCY. BN100.
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Loi néi diu

QCVN XXXX:2021/BQP do Cuc Quan ly mat ma dan su va

Kiém dinh san phim méit ma — Ban Co yéu Chinh phu bién

soan, B6 Khoa hoc va Céng nghé thdm dinh, Ban Co véu

Chinh pha trinh duyét va duge ban hanh theo Quyédt dinh sé
/2021/QD-BQP ngay  thing  ndm 2021 clia B

truéng Bo Québc phong.



1. QUY DINH CHUNG

1.1. Pham vi diéu chinh

Quy chuén k¥ thuét qubc gia nay quy dinh mirc gidi han cac dic tinh k¥ thuét
mat mi clia cc san pham bao mat ludng IP sir dung cdng nghé SSL/TLS VPN, IPSec
VPN phuc vu bdo v¢ théng tin khdéng thudc pham vi bi méit nha nuéec.

1.2. Péi tuwong ap dung

Quy chudn nay 4p dung dbi véi céc td chire c4 nhan kinh doanh va sir dung san
phim mat ma dan sy dé bao vé thong tin khéng thude pham vi bi mét nha nude.
1.3. Giai thich tir ngiv

Trong Quy chuan nay, céc tir ngir duéi day dwoc hidu nhu sau:

1.3.1. "Théng tin khong thudéc pham vi bi mét nha nuéc" 1a théng tin khéng
thudc ndi dung tin “tuyét mat", "téi mat" va “mét" duge quy dinh tai Luit bao vé bi
mét nha nudc ngay 15 thang 11 ndm 2018.

1.3.2. "Mat ma" la quy tic, quy u6c riéng ding dé thay ddi hinh thirc biu hién
thdng tin nhim bao dam bi mat, xac thyc, toan ven clia ndi dung thong tin.

1.3.3. "Mat ma déan su" 13 k§ thudt mit ma va san phidm mat ma duoc st dung
dé bao mét hodc xac thue dbi véi thong tin khong thudc pham vi bi mét nha nuéc.

1.3.4. "San pham mat mé din sy"” 1a céc tai liéu, trang thiét bi k¢ thuat va
nghiép vu mat ma dé bao vé thong tin khéng thude pham vi bi mét nha nude.

1.3.5. "San phim bao mat ludng IP" 13 san phdm mat mé dan sy sir dung céc
thudt toan mat ma, k¥ thust mat ma dé tao kénh truyén bao mét gifra hai diu trén moi
truong mang IP.

1.3.6. K¥ thuét mét ma 1a phuong phép, phuong tién cé tng dung mét ma dé
bdo v¢ thong tin.

1.3.7. Ma héa

Phép bién dbi kha nghich dit ligu béi thudt toan mat ma @ tao ra ban ma, nhim
muc dich che gidu ndi dung théng tin cua dit lidu.

1.3.8. Giai m3
Phép toan nguge véi phép ma héa tuong tmg
1.3.9. M4 khéi

Hé thdng ma khdi ddi xung, v6i tinh chat 13 thuat toan m3 hoa thao tic trén
khéi ban r3, tirc xau bit cé d6 dai xéc dinh, cho ra khdi ban ma.



1.3.10. Khoa

Dy céac ky tu sir dung trong mdt phép bién dbi mat ma (vi du phép m3 hoa,

giai ma).

liéu, tinh toan ven cua dit liéu va tinh khong thé choi bd cua ngudi di ky.

1.3.11. Chir ky sb

Mot chudi sb, két qua ciia phép bién dbi mat ma trén thong diép dir liéu nhdm
cung cAp mdt phuong tién d& kiém tra tinh xdc thuc cta ngudn gbc théng diép dir

1.3.12. Chit viét tat

1 | Tiéu chudn mi hoa tién tién (Advanced Encryption Standard) AES

2 | Diffie-Hellman DH

3 | Thuat todn chit ky sb DSA

4 | Pudng cong Elliptic EC

5 | Thudt toan chit ky sb dua trén du(‘)’hg cong Elliptic ECDSA

6 Tiéu chuin mat r‘nﬁ khoa cép:g khai (Puplic Key Cryptography PKCS
Standard) do Phong thi nghiém RSA (M¥) ban hanh.

7 | Luoc db ky xéc sudt (Probabilistic Signature Scheme) PSS

3 T’én cia hé ma do ba nha toan hoc Rivest, Shamir va Adleman RSA
sang tao ra

9 zggznié‘;xl)()’/ RSA keém phu luc (RSA Signature Scheme with RSASSA

10 | Thuét todn bam an toan (Secure Hash Algorithm). SHA

11 | Tang socket bao mat (Secure Sockets Layer) SSL

12 | Bao mat t?mg giao van (Transport Layer Security) TLS

13 | Mang riéng &o (Virtual Private Network) VPN




2. QUY DINH KY THUAT

2.1. Cic chi tidu k¥ thuit sin phim sit dung c¢ong nghé IPsec VPN
2.1.1. Xac thye va trao d6i khoa (IKE)

Phién ban 4p dung: IKE v1, IKE v2

Xie thue va trao d6i khéa Sir dung dén nim
IKE v1 2025
IKEv2 2030
Céc yéu cau k¥ thuét:

- M4 khéi: St dung mot trong cac thudt toan sau

STT | Thuit toAn ma khéi | Ché 9 hoat dong D) dai khéa| Sir dung
cita mé khdi dén nam
1 |AES CBC, CFB, OFB, >128 bit 2030
GCM, CCM hoic
CTR
2 |TDES CBC, CFB, OFB 192 bit 2030
hodac CTR
3 |Camellia CBC, CFB, OFB, >128 bit 2030
GCM, CCM hoic
CTR
4 |CAST | CBC, CFB, OFB >128 bit 2030
hoic CTR

- Ham dan xuét khoa: Sir dung mét trong céc thuit toan sau

STT Ham din xuit khéa S@ dung dén nim |

1 | AES128 XCBC 2030

2 | AES128 CMAC 2030

3 | HMAC SHAI 2023

4 |HMAC SHA2 256 2030

5 | HMAC SHA2 384 2030

6 | HMAC SHA2 512 2030

7 |HMAC SHA3 256 2030

8 | HMAC SHA3 384 2030

9 |HMAC SHA3 512 2030

- Ma xac thuc théng bdo: Stt dung mét trong cic ma x4c thuc théng bio sau

STT Thuit toan xac thue St dung dén nim

I | HMAC SHA1 96 2023




2 | AES XCBC 96 2030
3 | AES GMAC 128 2030
4 | HMAC SHA2 256 128 2030
5 | HMAC SHA2 256 2030
6 |HMAC SHA?2 384 192 2030
7 | HMAC_SHA2 384 2030
8 |HMAC SHA2 512 256 2030
9 |HMAC SHA2 512 2030
10 | HMAC_SHA3_ 256 128 2030
11 | HMAC SHA3 256 2030
12 | HMAC SHA3 384 192 2030
13 | HMAC SHA3 384 2030
14 |HMAC SHA3 512 256 2030
15 |HMAC SHA3 512 2030

- Tigu chuén d6 dai s6 modulo p trong céc nhém Diffie-Hellman:

STT Tiéu chuin Sir dung dén nim
I | Nhom DH trén trwéong hivu han
1 2048-bit MODP 2025
2 | 3072-bit MODP 2030
3 14096-bit MODP 2030
4 | 6144-bit MODP 2030
5 | 8192-bit MODP 2030
II |Nhém DH trén dwong cong Elliptic
1 | 256-bit random ECP 2030
2 | 384-bit random ECP 2030
3 | 521-bit random ECP 2030
4 12048-bit MODP with 256-bit Prime Order 2025
Subgroup
5 | brainpoolP256r1] 2030
6 | brainpoolP384r! 2030
7 | brainpoolP512r1 2030
- Phwrong thirc xédc thye: Sir dung mét trong c4c thuat toan ky sb sau
STT Phwong Dj dai |Ham bim| Si dung
thirc xac theo bit dén nim
thue
1 |ECDSA-256 with curve secp256rl 256 SHA-256




2 |ECDSA-384 with curve secp384ri 384 SHA-384 2030
3 |ECDSA-512 with curve secp521rl 512 SHA-512
4 |ECDSA-256 with brainpoolP256r1 256 SHA-256
5 |ECDSA-384 with brainpoolP384rl 384 SHA-384 2030
6 |ECDSA-512 with brainpoolP512r1 512 SHA-512
7 |RSASSA-PSS 2048 SHA-256 2025
8 |RSASSA-PSS 4096 SHA-384 2030
9 |ECGDSA-256 with 256 SHA-256
brainpoolP256r1
10 {ECGDSA-384 with 384 SHA-384
brainpoolP384r1 2030
11 |ECGDSA-512 with 512 SHA-512
brainpoolP512r1
2.1.2. Dong goi di¥ licu bdao mit
Ap dung:
- Ché @ ESP: Tunnel Mode va Transport Mode.
- Phién ban ESP: phién ban 2, 3
- Mai khéi: St dung mét trong céc thudt toan sau
Tén thuit | Do dai Ché a9 sir dung Sit dung
toin khoa dén nim
AES =128bit | cRC, CFB, OFB, GCM, CCM holic CTR
TDES 192b6it | cBC, CFB, OFB hoic CTR 2030
cast  (=128Dit | cpe) CFB, OFB hoic CTR
Camellia | =128 DIt | cBC, CFB, OFB, GCM, CCM hosc CTR
SEED 2128 bit | cBC, CFB, OFB, GCM, CCM hosc CTR

- Dam bao tinh x4c thyc va toan ven ctia cac géi tin ESP

STT Thuit todn St dung dén nim
1 |HMAC SHAIL 96 2023

2 | AES XCBC 96 2030

3 | AES CMAC 96 2030

4 |HMAC SHA2 256 128 2030

5 | HMAC SHA2 256 2030

6 |HMAC SHA2 384 192 2030

7 | HMAC SHA2 384 2030

§ |HMAC SHA2 512 256 2030




9 |HMAC SHA2 512 2030
10 | HMAC_SHA3 256 128 2030
11 | HMAC SHA3 256 2030
12 | HMAC SHA3 384 192 2030
13 | HMAC_SHA3 384 2030
14 'HMAC SHA3 512 256 2030
15 | HMAC SHA3 512 2030
- Dam bao tinh xdc thue va toan ven cua cic goi tin AH
STT Thuit toan St dung dén nam
1 | HMAC SHA1 96 2023
2 | AES XCBC 96 2030
3 | AES CMAC 96 2030
4  |HMAC SHA2 256 128 2030
5 |HMAC SHA2 256 2030
6 |HMAC _SHA?2 384 192 2030
7 | HMAC SHA2 384 2030
8 | HMAC_SHA2 512 256 2030
9 | HMAC SHA2 512 2039
10 | HMAC SHA3 256 128 2030
11 | HMAC SHA3 256 2030
12 |HMAC SHA3 384 192 2030
13 | HMAC_SHA3 384 2030
14 |HMAC SHA3 512 256 2030
15 'HMAC_SHA3 512 2030

2.2. Céc chi tiu k§y thuft sin pham sir dung céng nghé SSL/TLS VPN
2.2.1. Phién bin cia SSL/TLS
Ap dung: TLS 1.2 hodic TLS 1.3

2.2.2. Yéu céu khi siv dung TLS 1.2

- Trao d6i khéa sir dung mét trong céc thuét todn sau:

STT Thuit toan DJ dai theo bit (modulo p)|Sir dung dén
nam
1 2048 bit 2025
y |RSA >3072 bit 2030
3 . 2048 bit 2025
1 Diffie—Hellman 3072 bit 2030
5 |ECDH >256 bit 2030




6 |PSK 2030
- Déam bao tinh x4c thue sir dung méot trong cac thudt toan sau:
STT Thuat toan P$ dai theo bit (modulo p) Sir dung dén
nam
1 2048 bit 2025
, RSA >3072 bit 2030
3 | 2048 bit 2025
s |PSA >3072 bit 2030
5 |ECDSA >256 bit 2030
- Ham bidm mét mé st dung mét trong cac ham sau:
STT Thuat toan Sir dung dén nam
1 |SHA-1 2023
2 |SHA-224, SHA3-224 2025
3 |SHA-256, SHA-512/256, SHA3-256 2030
4 |SHA-384, SHA3-384 2030
5 |SHA-512, SHA3-512 2030
- Thuat toan m4 khéi st dung mét trong cdc thudt toan sau:
Tén thuat | P§ dai Ché db sir dung Sir dung
toan khoa dén nim
AES 2128 bit | cpc, CFB, OFB, GCM, CCM hoiic CTR
TDES 19251t | CBC, CFB, OFB hodic CTR
>128 bit Ny 2030
CAST CBC, CFB, OFB hoiic CTR
Camellia | =128 bit | cpC, CFB, OFB, GCM, CCM hoiic CTR
SEED =128 bit | cpC, CFB, OFB, GCM, CCM hoic CTR
2.2.3. Yéu ciiu khi st dung TLS 1.3
- St dung mét trong céc ché do PSK sau:
STT B tham sb St dung dén nim
1 |psk ke 2030
psk_dhe ke 2030

- S dung mot trong cdc nhom Diffie-Hellman (DH) sau:
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STT B§ tham sb Sir dung dén nam
1 |secp256rl 2030
2 |secp384rl 2030
3 |brainpoolP256rltls13 2030
4 |brainpoolP384rltls13 2030
5 |brainpoolP512r1tls13 2030
6 | ffdhe2048 2025
7 | ffdhe3072 2030
§ |ffdhed4096 2030

- S dung mdt trong cac thuét toan chit ky sau:

STT B{ tham s Sir dung dén niam
I Thuit todn chir ky cho TLS 1.3 (may khach/
may chii)
1 |rsa pss rsae sha256 2030
2 |rsa_pss rsae sha384 2030
3 |rsa pss_rsae shaS12 2030
4 |rsa_pss pss_sha256 2030
5 |rsa pss pss sha384 2030
6 |rsa pss pss sha512 2030
7 ecdsa secp256rl sha256 2030
8 | ecdsa_secp384rl sha384 2030
9 lecdsa brainpoolP256rltls13 sha256 2030
10 |ecdsa_brainpoolP384r1tls13 sha384 2030
11 |ecdsa_brainpoolP512r1tls13 sha512 2030
II Thuit toan chir ky cho TLS 1.3 (chir ky trong
chitng thu)
1 |rsa_pkcsl sha256 2030
2 |rsa pkesl sha384 2030
3 |rsa_pkesl sha512 2030
4 |rsa_pss rsae sha256 2030
5 |rsa_pss rsaec sha384 2030
6 |rsa pss_rsae sha512 2030
7 |rsa pss pss sha256 2030
8 |rsa_pss pss sha384 2030
9 |rsa_pss pss shaS12 2030
10 |ecdsa secp256r] sha256 2030
11 |ecdsa secp384r] sha384 2030
12 |ecdsa_brainpoolP256r1tls13 sha256 2030
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13 |ecdsa brainpoolP384rltls13 sha3g4

2030

14 |ecdsa_brainpoolP512rltls13 sha512

2030

- Ham bam mat ma sir dung mot trong cac ham sau:

STT Thudt toan Sir dung dén nim
1 |SHA-256, SHA-512/256, SHA3-256 2030
SHA-384, SHA3-384 2030
3 |SHA-512, SHA3-512 2030
- Thuét toén ma khdi st dung mdt trong cac thuit toan sau:
Tén thuit | Do dai Ché d¢ sir dung Sir dung
toan khoa dén nim
AES Z128bit | oM, ceMm 2030
- Db dai khoa tdi thidu cho giao thire bit tay TLS
STT Thuit toan D§ dai khéa tbi thiéu theo bit | St dung dén
nam
I | Khéa chir ky cho chirng thwr va théa thuin khéa
1 224 2025
; |BCDSA 256 2030
3 2048 2025
DSS
4 3072 2030
5 2048 2025
RSA
6 S 3072 2030
II | Cac khéa Diffie-Hellman tinh va tam thoi
1 224 2025
ECD
2 CDH 256 2030
3 2048 2025
DH
4 3072 2030

3. QUY PINH VE QUAN LY

3.1. Cac mu’c gi6i han cia dgc tinh ky thudt mat ma ctia san phim bdo mat
lubng IP va yéu ciu quan ly cia cac thuit toan mit ma néu tal Quy chuin nay 1 céc
chi tiéu chét luong phuc vu va duge quan Iy theo Quy dinh v& quéan Iy chit lvong sén
phdm méat m3 dan sy, duge quy dinh tai Ludt An toan théng tin mang ngay 19 thang
11 nam 2015.

3.2. Céng bd hop quy, chimg nhén hop quy theo Théng tu sO 28/2012/TT-
BKHCN ngay 12/12/2012 va Théng tu sb 02/2017/TT-BKHCN ngay 31/3/2017 sira
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ddi, bo sung mdt s dieu ciia Thong tu s6 28/2012/TT-BKHCN ngay 12/12/2012,
quan ly cong bo hop quy dua trén két qua chirng nhén cta t6 chirc chirng nhén dugce
chi dinh theo quy dinh cua phap luit.

3.3. Hoat déng kiém tra, danh gia chét luong san phéim mat ma dugce co quan
quéan ly nha nude ¢6 thdm quyén tién hanh dinh ky hang nam hogic dot xuét.

3.4. Céc quy dinh trong trong Quy chuin duoc ra soét lai ctr 5 nim mot 1an.

4. TRACH NHIEM CUA TO CHUC, CA NHAN

Co quan, td chirc ¢4 nhan hoat dong kinh doanh va sitr dung san phém bdo mét
ludng IP phai dam béo chit lugng pht hop véi Quy chuén nay, thue hién cong bd hop
quy theo Quy dinh vé chimg nhan hop chuén, chimg nhén hop quy va céng bd hop
chuéin, céng bd hop quy ban hanh kém theo Théng tu sb 28/2012/TT-BKHCN ngay
12/12/2012 va Théng tu sb 02/2017/TT-BKHCN ngay 31/3/2017 stra dbi, bd sung
mot sb diéu ciia Thong tu s 28/2012/TT-BKHCN ngay 12/12/2012 va theo quy dinh
tai Ludt An toan théng tin mang ngay 19 thang 11 nim 2015 va chiu su kiém tra
thudng xuyén, dot xuét clia co quan quan Iy nha nuéce theo cac quy dinh hién hanh.

5. TO CHUC THU'C HIEN

Cuc Quén ly mat m3 dén sy va Kiém dinh san phim mat mi - Ban Co yéu
Chinh pht ¢6 trach nhiém huéng dén, t6 chirc trién khai quan 1y k¥ thuét m4t mi theo
Quy chuén nay.

Ban Co yéu Chinh phii gitip B6 trudng Bd Qudc phong ra soat, sira dbi, bé
sung Quy chuan nay dé dam bao phtit hop véi thye tién va dap tmg yéu cdu quan 1y./.
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